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AHTJP
Anti Human Trafficking and

Juvenile Protection
Anti Cybercrime Department
APLE

CHC
Child Helpline Cambodia

CNCC
Cambodia National Council for
Children

ECPAT
End Child Prostitution, Abuse and
Trafficking

NCMEC
National Center for Missing and
Exploited Children

ICT
Information communications

technology

ISP

Internet Service Provider

MCFA

Ministry of Culture and Fine Arts
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MNR

Model National Response

MPTC
Ministry of Posts and

Telecommunications

MoEYS
Ministry of Education Youth and
Sport

Mol

Ministry of Interior

MolF

Ministry of Information

TRC
Telecommunication Regulator of

Cambodia

UNODC

United Nations Office on Drugs

and Crime
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How Do IP Address
Assignment Logs Work?

A simplified explanation of the tools ISPs use to iIdentify internet users an o how
this could be useful to iNnvestigators responding to an online child-protection issue.

INTERNET INFRASTRUCTURE

—_—
> -_ &P 'ST devices (such as smartphones,
- Uters. or tablets) o v St to t
[ ) B u )
twork or t
i [
-
——— .
.

wrLIsFaASs.2n — —

the internet. They
company, which
< ) or

e 1P Addroos that the GoAM
h on it's way from the device to

< < F
VOV ABFT.ISS. 21 i

Internet infrastructure
—_—— e — — — = Investigation

D, BENISRSBGIENFRIEaSBHISE

a

AfiSaymuis Mmuis: NCMEC ShEmAMMINIANIRIRIG)a Bsan:

witni§ asmsais:fkigaidovamnphmmuthsmatwihs P iRgiAananssing: §4

§”ﬁhﬁ§'ﬁﬂlﬁjmﬁﬂﬂﬁ ifgiunausilaY eandumin@iimigiufitAma 8k mindgm

A mowins 1P Jwostnhids isiahmig mﬁﬁmmmsmwtm RUATInSigihuisa sl

A sAmninwilim: Uwﬁsswjn ix fuﬁ megumminiuim Shidnifeisdnugs vgws

i swRnIugNSIMIA W Urummms: jpnsmiHSIASopU AsuSamiGiufauma
UMM Peer-to-Peer (P2P) 841 ian¢Ala- mppumpuBamn

[UUInUIRUMIA R

nghn
giciAg

=

6.9, omatinSa{rigag o]
' ’

!

dumagiiginiimamids 1slah{uiemnyth SSHiNSo:UMigW 1NRIS: MUWNS
P eirgufugidgiRiimaginig: Usmu@ﬁém%éshmam@z{jgm‘f posigjw IRuiiejmi
IR UHIRAUSIGN NIARG h§hmmumﬁn‘]mmmum}’gtm MSMINMAY NYSYn [Rut)SgiAy
SInESoAFIHHA SNSRI UGN URES ishnusddsmidsmagy Jifunann
uiumu nLHi@JLnHmsgmamnasmﬁm an°umﬁntLUmemmﬁ§ MY WHR N ANEIEI

~ <

gshmhw Avsugnis:Ssipimsusiatgielidiuy bais:g)a (nuvisgmynassiids

tsjn nsoUiReguandipns: Wwmiuasithn asifsigih Bums matﬁsﬁ&;wé%s

o J o '

o}
il
[}

nsoviRuicngumagadaiy Rudumamaids Sspio:udidiw hinaifgnidma isi
innsHnEamn




islgivwood paghivnnd Shgiaunaus ShHARMINSSAINUMEA NSIBMMN
uligeAnnatiyhyw giRvl)sgrlivnaygiigitiiga grudgabinadansiungs my
uigehnnais: Eimsagmnumidsal avmafinuin:en vpoinsimhipurswav

&t
gl gﬁﬂ‘i’ HIm ISI{UIGUAEM  (Viettel fuuma 8§ J1fiAxiata ) IumtﬁjﬁjmﬂjUISUan

ol

tEH"HijQﬁHUgumtsw MUUTIGSGRIMWRUMIGUMISIg ARUIsH  [AIMSNSNIN

w

3§09 feAnth BV09CY UnUIMMUUTIgSs: (VTS gIAEAYS HHUISH{UISuAY
RIS gA iLﬁLGWﬁINH"]nG‘lﬁHNIUﬁIBS [BiNSG:uh9%

)
e
vz 2
-—y
=0
=
&)
o3
—
2
=
-3
8 gu
= =
A=K
g <
m S
D} oo
S 2
33 <<
Lc‘..:’ﬂ. ac

S 317 § MATRUSSNSMSGU UGYISISIoNg
sSAoR90% UigislinAnnaRiRut (igjusHSiamI: U GjNSgHUUIGa

FFUNANINA (World Wide Web) iRUEBaANIIUASH
amgigl §oth Chrome U Firefox 1§79 sAN ¢ Akl
wsianéAigumoidudmmanminn:as amviw:msfoaagntais  Gohafivw
giam: (58 ToR 4 Freenet) iRruagingikis:Akignibuammanié itunssgidnadshm
hwadasidinfaninng fgjuin:Zuannuain Unam@mmuéﬁmﬁms: NSIGASIANA
DhMwns P ivsHA M wihwanimawhs P Fasiimuapoinnadaii
wasgAimas Sisever RANRRInSIFimatgiuinanéd fadvanituipin synid
WS gridimamougEaSamn wmsgRamyn isighuammanss ylmigw
nouuGRinAnL Shdpaim yanUsHSIRonURRit mmwwmsmmgmﬁhms’ Ak
Atueisian g fi BN SMINORENTAMIMNESHIF (M SHmopniphins hywdk

QUATAN IR G AU SIS §TI Google

mgigl mm9mﬁﬁnLnfmStLUmemwﬁnmmnms HApi! Shariahinmia|g
vh RnaGusay ihdjeinamnsHndamn Shmsmimimi tsﬂmmt{]mmnﬁmsmmg Shigl

pdusmsumBAwy Gig sigsgigas: mnedminis: piosipatuwnelidime
MwyaUIRUBSTanfmaoh L tiiurgmnguant msEo migmyiusay; Shmi
) @Ithjhtij min dloatn ShiuhAysaoptidiig)ad hgiel dswuuinsmywhs

-3

-—

% Chan, S. THAMIU MSIGMMULTiGsAnns apnomisufigmifima dumn guidnisligéod iegnn gi wooc
fi https://www.khmertimeskh.com/50505669/government-issues-final-deadline-to-register-sim-card-users/
%7 Technopedia. (n.d.). @% ¢

mimaansmadylaimnsaiul ghagudnpimeuisHsepmisinghgivooe




ifimananéimbais: husmsywupuenadsim thwHnds uiiavamménndsy
iy ShuammEsms (MUFRIGATIUA CSAMICSEMY NCMEC UATEIRANMISG UM SINW
minnanmian:gwiss ainidh csaMcsEM mutanéambag Gigimwmianginis: isins
Afanmes shwanhisigailmigoiisivammian:ds ahmmwmioh (Ruhdsivsing
yfih (vt sRihAyiHGoR8A §1ﬁwﬁmsn’ngmtgjw'1 |

&.%.Mm. G Peer-to-Peer (P2P)

UQMEN Peerto-Peer (P2P) Athwgminsuhifwigamipusgums Shichow
CSAM/CSEM®9 uammeikis: aniywapognifimar ionfiuanaaniwin s Miys g
figA uiisoa hwisoimoiangalAmiFni sl Sever AAME™Y  UAMMISS
HSEMAGIHATIMAT IBMAMIBMAWENS P gwisnatwds P gwigls hwdsuinmus
RIENANISURMMIUAIO ATA YauAIniRugAEAnJm i giuy mipnihifl CSAMICSEM
MM PP MIsuinmassonoinninidsishlbuamensinis: iBupimsuilaginany
soituuis: i Imuninm puuinuitn csAMICSEM damigjigsoncinnuniinds s
wiasimat  omandsisonomhishduammaisadiw thwanmsmienaiao%
tigm: Wupinsimdmnth nishuanshSumivuis: IRuhnsuiamatywiamipng
i) ais: isianiaiwgomis:®© ansEigmipnipht faminimimingr ifsicy
19)a tﬁ&ﬁigwﬁmsﬁizmm grums AFotmIGACI CSAMICSEM 1STphuTug eikis:

* Hurley, R., et al. (2013).
% Netclean. (2017).

€0 Steel, C. M. S. (2009). i A

mimaansmadylaimnsaiul ghagudnpimeuisHsepmisinghgivooe




SHRE: BSBHFMON S OBONBRBBIBHRS|BERRHB?

2
SwhinnnAshil ocsE MupimsnwMIANAmANT YantsHSIaGNUYN
VWY AIGIARANN ARAGRINU9ORBAIIWY Ugnis: At
Alegh hiliweuisimeg i ujmqmgmﬁmiﬁs'@sdjgmmwmmmﬁ A1GJI)hAMS
srpan:gwupusgwikdmain yandsmd nsiggnty wsmind cimbphgway
Gim:ULN OCSE ibigAthifs wisyom minvitgmywigatignin mivsismiweg
B Simudsgnamisamuuigii g IBupinsiiimas pnivinwRigag 3635 CSAM NS
Western Union, Wing, Cryptocurrency S QLH{:JHSWQﬁTﬁ\jﬁTG‘\]ﬁ%Sﬁ“lﬁﬁ U WY PASHRGNW
fuuis: (piosutfaidiitning 181g ARAUSHAHIAWY

=y
7
S
»
2 120
=
coll
s
=3
=
c
3

£.9.9. miwstan Sassspsmioniggining grodsis ssisepd

(]

(3

Wwisnagh sufasiwanhspeibfiigmgesay Samimiefids (AHTP) 81

UND vV 1

QWA SUMBUHGUUIGATeN ISTI{MuHAMMISSATNIUME [Agivuniy Samsuilia
mitnwpRvimimeuignie)n tsmhﬁfmf[ﬁ]mnmsmsmznhnﬁmm &t n‘?ﬁLUtsm

o

pounntinwse§samuwing Shnsmanfocse spmninmmadganid Ssasms
Aanamdmn MiggugRl YWSMImAMANNUIEWHEUSIM: OCSEIEjWw 1 ‘Qﬁ“‘lﬁ—isfﬁ
N MgFIWARN SIURIMU ST UIGATeN msmsgmzmmmm Ugiﬂjﬁjmnﬁ| SuAayéi
iiw AHTIP sfwavdimusifamansSadfgmer Shamunduimanid wais: Aidhial
wimpe iantantiRethywis avmp iwpasirdhmapimanimadsSavioaisnis:
nidhis: Saglugsisimsagmnusiausifauigaien tﬁajﬁ§ﬁjﬁﬁ,gmﬁ SHIUHIRE

3

(U IR UHRM NIRRT S0 TG ATSN msmwﬁnﬁgmnfﬁm‘fgmﬁfmnmﬁf
giggugmphilmimuinsug SHIRUHIRAUGHTAPAGREH OCSE HRMNIS: AM{iY
i

[}

:33 Da
=

-—
pu v}

u

tusss§inwoons mywasmsnsaga Shmand LnUunﬂUtmugtmmmngh
Any$ieni[Ss MISHEM IOTYGHANNAN MAYAGUINWASMIHSIME SAMINNANWA

e QO 0B @
pad
Die 8

A9 iwanrnndifis: galahmmisgudigaiomimianiEgihd uinmo [[uis:g:
ANSIRUMCR Y GUMSMUUNSIHEOERA (Bandwidth) &ITIRWALSIM:ANIYNA
suSuAgmImIAnImuUNsisiinay

¢.9.9.9 SHINUPIMBFINGMEZYSa] SuminiHSRES (AHTIP)

gv

gefianns shm:wmﬁﬁﬁnmnnﬂwimﬁitnsntm muuAsHsh




20
pxiy

)
fUmMBAR Ui EHAsIURY tsinﬁmmnasmmtgjm maidsismiwmin - Ay
LUHmme’nm?ﬁS”:lﬁtm Gms smnhLUimwﬁn9nmmewuwmrm IRuRs2ugo
AginmuuAsAsioha (MBAMY Facebook) MMUIUGMIGUgwALINN g
gmsawi isli{Afisidnag miwmins: Ao sisigimaihnspns Unm‘?nﬁqsa
Wupinsnwmindthwi tigimsumnsonas SBumans mAdsSanhmhipfpat
igRw mytvuuingng HLSHUJUSSHSmsmS”‘liwmuﬁuﬂﬁmﬂNHmfﬂﬁmﬂnUmsm’HLﬁné
fsfidna hwiisEugs Mugasihwisss guiglainaigw whwign saimuinmusii
migmyiusay) SaminiH8ARs mmﬁjﬁJ’HLSTumm”ﬁﬁﬁjﬁﬁtﬁmmnmﬂﬁﬂﬂnUmSwﬁngnEﬂi
Shmufmidingghinsulnen nsmiwnEhaitomidusis Pyuiins AnndRa AN
ﬁsm%m:%ﬁs%mj’w inmiwnEafmmfim i svigaisnifwavisdifavsidaiinng
GmsghasmuuisHseneisinsadag  eannmuisiRimsmig:nauAnN iR uUINE
ﬁmm;tf{’gumgﬁétm:tm@mtszﬂ UgUls WASTBEMIgMEuSa; ShminmSdns ms
AL SINRATS &I IﬁHj@UJUﬂn{W:t}ngﬂmHLEﬁmmiﬁUHiﬁﬁLUﬁhUGI@m?tMﬁﬁmSgﬁﬁg
AvimuuisHsspm IRgiigwavihvsifudhnmitudnkifansigiy aslnsmiiman
DywEnIMUigyig)a)

RISAINUE 88U h:wmuhummﬁm ocse thgigl ydtiisandiuisiong thal
o

=
- =B

A
U

(_—n
S
33

3

'}

0

smmmummsimwmﬁﬁmﬁmﬁﬁﬁmmmtm°tUﬁ3ﬁmtﬁhmmﬁU§ kst
qu Wiwmingamgiel isigbinmedmain yandsusigant Ao ocse Amugnitauiiy
INWHS UG aLsmszmmn yANSAIIUThA UinmS AIdhAghEl OCSE IRy WARIRN

mamuRu AmaidhmAdgudsdmgomisunsa Shidnigint mamsiansafugmaa
ghEhnsBugomusaythigiwy 1Sl uiwanininh OCSE MifS SR UM SHEUINANIU R

D.

Rs8go Apimsumsyalisaqungihd numuphamiwaiagamamgnm Aighiilug
I UBRIRS IRV AR MUEIUIR A WRS UG/

tsﬂgﬂﬁuétagmﬂ&mu 8§ AHTIP Bndwd aandmth avimands iHumad
OCSE (thilieyauCsAaM ) AmamniRuiansimugi shwuinmth 182 ugoiumiaupghiimia
tmwmsmma abfivnaimig)ath §'fﬂvﬁmi yanUsHSiaony uinme wif i 8y
Asfidna Shestnnnilmegitogamidng si§gn

pNAESNWMINNEAANER U STUIEMANgR
Argnin wisthe(pigiigy aahivuis: i suinm
Rumsmudnigiut garAmsHuugy Shiais]
A9 BFingw unAeimUuEnAdshasmim: gh

iwijunut gmiaAthamm aAlkim)s Mg

[Y7p)
4
=

-—hh

P
wihAnIig mQS@ﬁUmU

AU s Shth ‘AvItehiR S SGUSRIAISIIYWHANTUAIZS




Asfidha ¢suth fs ﬁn‘?w (a’nmmmﬁgmgm‘f

v =]

) )
g uAIen goninhiais: isaimumiimnpitw ﬁ‘mﬁsﬂghﬁ%mnmﬂ 0
mIiEhis oCSE TMnﬁUiUGLﬁiiujﬁ”W tsinﬁ{pg NS msindmt o
Afianidunsmuwhunialis painmisy” g i :

by ShAgmint iRgjich:uSAmiguIBIURNATA pRMINWH OCSE 9 yplnnge i8]

wisasUlGis vinmd mmju nLUnemsinﬁnmnmms 1 hEsopasisth tSmumsanﬁﬁujﬁ
missiRiye isiahutusis: imn:Gunanm moimsApinsmiganiphindsig)as

:I:o
=
=
Se 2
- &
2]
o

aniing: Fmami yanUsHSInony vinmsimiwidhffinimh ocsE iumoiRans
Agmpyumshsuninnndopin  Rugpinsivguisighigiinuimurin
inink{pl ﬁﬁngnmi mutvuuindng phnhivuis: suAnmgIoRSn MUMUTES
Ugo Lﬁfms"?tmm shmeLmﬁmwﬁﬁmmmmhugmmm Algp (Amapakimy) Ui
A CSAM (pinsinidme ARASIHRMI APLE UMt CSAM wiasindmssiginin
i Bo% isniiniuRiaRsBugoghasnnisitna 1 1 :Tmiam sshauinndgmi
ANTAGA CSAM TRWIYA (Cashe) smmmmﬁmmnm iiamaywigsgoUmeisjumn
gk wUUESIA R ilguinmagmi madsSaminsumSHimbinnatms
UL§9ﬁﬁ9mw§sﬁé1tmn9191m MIANAGH CSAM IMWInAMRINMINN hagmiEnuys
100 roiigaig)anline y yloniiuan g mRivuIs M yWHIMOHSIGONUHSINA Jomsaimang!

o

0d yyuhs§gSw ICSE 1gjwH

ol

ULSimntQJﬁ AT h ShocseGgsAogolim: fﬁmmﬁmimsumsmﬁésmmm
wridhigia@hng Amamhagisuemeuisdsioha sSdfinawip isighuiusifsh
dhad mandsisaihmbpipiinensnr pinsnwmnniwEsiim: LnUtths Sugnta
i IRumsiSumammiis i mipiiguende Wiwiginwminngssamny si§aasyn
Huumwﬁnnmnﬁsmjmmi wAIRURInSIANwWMIAND AnRUNMmIEUGan:§has Shduan
ghiagiiig)amouisiisiidhay wihdsisiatanays msnmmmhﬁﬁqgc{ﬁs: weani
;i IAMSARUHRUR nH]iuﬂtLUStS‘]ﬁ]HLIJ’ﬁSé‘EUB“ "hu‘?umﬁﬁmﬁsﬁn?mﬂ UIMYwig)a
s‘lgﬁmumw ﬁasmgthustsinhmanSnUm Ssifimauisaumngiw a nﬁmsmmum
wsmiufiaueiiugiined gwunlm iTnsvsiuging Qninmsgg”ﬁiuim;ﬁ[ﬂgf”ﬁ“}
iwminnisig V09g iUﬁﬁP‘fﬁ”ﬁiﬁJﬁHmmt’jﬁjﬁmi APLE) iunuffugnis: §hmr’numﬁm
dsidunséinn:dn afndhyisunsmeipdsisidha SadnuAing IR MELRE

¢ MSIRRIGIMYIW: Facebook UtSHSi—ﬂuUStu’ﬁﬁﬁJUHIhnmSIQJLﬁ imUJﬁﬂiLnﬁﬂimn

ﬁ§ msUananwminhaithis: Samsoingjsaimudeniinis:®

-

® Terre des Hommes-Netherlands. (2018).
Crpmiungmnifiginmia (2018). i

mimaansmadylaimnsaiul ghagudnpimeuisHsepmisinghgivooe




miw it hidanu ghGmysamum (Zuusagnmi) dhnmiAnhmnsund
Aw tmﬁmfnmsnLUnLnUnnnthannn SuSsupmaAtugmniduAvifuue:Sami
finasms ymits LUfmwﬁnG muuTtnmafisiinaigiuwy miwnins: tmagomiBuiug
anGusdsiina Rumomat sthmUtnﬁL °ryg wenwr ShBsififGim:ephidiig)als

i
IS

1

Ui
NS Jom MIRIMMBNURLE SHioAoww csaM muisiiha migpw
miting ShainAnvAing plimuinnkgstighng Mumginginsuing
it Ssmsmiwnith {4

ﬁi‘.}‘jtﬁ ishinumnsue

rugimnaliuig
Mgigl isigham mnjsa;[;m tmwmmmgﬁgﬁms: hum

2

X0 «

)
gsmmwmenaiinenashErAgmimmunsighiumeadsim

SIS IARIgR

G
(=}
{en

iy milimaptmywwiio ShuHsiaond vhonsimemdgwin mhssaginmiu

Shwthy BnAgmdimaifisiadhad [§HSIRENUMSg P AUINMUNRGNRT [HimigsmI
grushywsamuma fanmanmuigaghiwin s

[} -t

1S: gmtmﬁmumhﬁmmhsﬁ gAY nhutﬂm&ismm
mmnammumuszmaﬁ tsﬂnﬁumﬂﬁmmtﬁtLﬁmeHz i

¢.9.9.9. st spsitvsuiuuignign

QAR SURRUSITRUIGATSN ISHARRMINSSAINNE [PHakuunii MSOUiRY
Binimimanidykisigivoony tgidl Hpmais:sguMsSanniswaRSipRRfAgmr
gy Rgjpniphtimauanhingiopsa infugums adlmiSunaan Jumn gaumngs
196 mpwaiime admigiaaaiing wunnidurimousitusidauioaisn
msmig%mamfﬁtm:mm"q{imgﬁum}m f1Agh8h OCSE ST HRMN 18:Agg UM
Ginzugi NATASRANG U uoaTeniRiig)ariitl msgom venuliswemvnays
Ugmjﬁjtﬁ@ffgmymﬁgméﬁ?sy UG AUMBUASUAMMNARBUITATSN MINWUINIMYUNS
finyér mm’ﬁésmmaﬁiém AuNisIAmamuisiiina ymuiisn ioiysHRR AN
th"ﬂmsqg?ﬁmHLUﬁgﬁsﬁn‘?m Sumipnu§tifiye puuinmiRusimnusiausIGauigh
fon anfinsdmuisanunamuanousifumaisiipds uigaien Gigshmnis: 18]
MSEaMNRoHoARMIENIEN IUHIRAUSITS IRpimsuiamuuisisisnag
UgUISIS: Mini §5m1vng:ungn NIYRIOATA SR INAgMIMaNTS W UGimagmi By
H]l‘SiSigﬁ2Uﬁiﬂﬁiﬁ9§ﬁL@§ﬁLﬁqmmSﬁﬁWiULﬁWUUQIEﬁﬁI a’nfnﬁéim:Ust@m%ﬁmmi‘uwswmg
iIsimuuisAsfianag i :GodnkamAm

migasifhihugyig Sim:mnfimanigwavnainhuigaisneiis: Afswsasms
AU SIRI Usﬁmnﬁé"mf{mmﬁﬁnsmﬁhuwﬁmm”ﬁ?gymmSﬁLﬁﬁmﬁﬁ’gm%mﬁﬁ’gU
HINAUSIG A OCSEY swanimwai s§oaams (1shnmuanuimuminhis:) 1iusiig
inomaidh veiatinm:idumadsocsERRobAIRNthATMIM NS WAUAINNIH GRS A
nhng8hnmig sFoassnbnigiht ugyigis: miwnawis: ggmmsmn‘jmﬁghé’h@;ﬁ

Amnanio ghagudnpimeuisHsepmisinghgivooe




IUAINN OCSE 182 MGINWANMINEHIMAIWANSITRNUSIUUIGATSNIS: MANTsyS
NEMNSEWEY WAt fRigabaih ocsE IRUHIMSNWMIANIFIMS AHTIP UIU
YARINSUMSUSIFIMS WSAR SUARUSITIUIGATINT UDUlSIS: INAToMmSAgEasy
fuh msmgum:mﬁjmﬁmas Aahmngwauigl§h ocse mﬁﬁ'hLUf’cpgﬁﬁsnﬁﬁm:mﬁﬁsﬁmﬁ
iRushugntai:igiw fstﬁaf%?m QIR SIS: tﬁmnamm’tﬁﬁtm;mmgmmﬁjun:ph;mmﬁ
UMINN:RS Ussmmmmjmwzummmmnm atduumsthAaial  DanssihAm iRl
1g)atinms .,

Dushinndismiuurna 1OuAsAsiina madsWANSegUMAUMNY 1ha
1636 A Facebook iR UAM WY SMAMMIANTURTSAY ITwmMINSa] SajanphiiiuAsis
Ranais AU MIUATURIVISIGNY §GM t{;{]m@js y unin nAghiNEiag e Ul
miguniameuisisidna Avsafaginame Wwpinsaguntt phdidhmon:
mifiSaanniunmménndshauiy ilgimiuegidgimmminn: Shmawins wunvsn
agleaanns Baguanigoptiomy anehSamudusiig mupAsAsiina. dims
AIN CSAM HARMAAMNSANS 1lAiIgTat maidsisminidheihis: Amnsisimy Facebook 4
yLsmﬁgmemmm griagmsiaugsniinivuis: 19Ims{vU]sFacebook igm: muity:
A0NmUTHN Facebook GrUGjthwanAEIS: MsiAnima mugnujuisin)s Saenswaigmn
ARATS{YIS: sﬁumsmnﬂywm Facebook SRNAMIUNAYW (§iF] mnnﬂfﬂUnﬁHSﬁ
ihe) enghShyume CSAM iRuwnsmisuijwy waisiiah Agmiminu mnnssﬁmmsm
ANNA 11 SRR SIS RUSITUIoATeN SRUMSHAUWNS P AR AN IFmMS{AY
sRUihAgAsinhanats mamn}mnmsﬁﬁgﬁ;@’mﬁﬁﬁmmsmmﬁj’wﬂ iq:Othuniam
MAgmU Agmis:smoiimnsigiw whwanipvlsiuvhrgAsiinamads Ssmsiap

=

=S
» 3

¢ RMANMIAMNG IP IURIOAA [URUIWREMMNIGW 18:Rugnyw RuShEivnm
ishaimwis)alsimwminnis:

MORARNMUISEIZ)A GimemIAnNa CSAM Atum i §hiyns Ruitsiaings
mmm'jﬁﬁ@Jﬁwsgn}gmwﬁﬁum%smm@:gummmmeUﬁfqmi ishifuammé g shahy
B0 Facebook thifiwd gwmis: iuiumamemmasisan pimsuiin:{ioanwh

w AslnsmnpuiopuiuisMwudmiua Ut shiusiin YHRY IWANINGEIS:
AMSMUNARNMIRN[ANWUNN OCSE (N WEARGSGUMSMINWMIANFH AU
ts‘lmmgﬁtﬁ{u‘?mgumnﬁmﬁ’ﬁmﬁqﬁﬁjﬁgﬁt’tm:@ﬁmﬁﬁgé‘hocsm

Dia

13U

(o}

=
n
ha{)
3
S0} S ) 2 1}

2umﬁmm83gﬂn0mtmmmmoc3E hwaninygmiassafivnass Samiliman
Ay weiHsiagnuma Shrgiha mﬁﬁﬁmmszummummutﬁﬁmsgw ssGinzmi

AMNBHRNENAN MIAUHING ShMIGINUUFHTNNAFHSROCSE 1Sl {UIg Ryt |
1 aj a

Amnanio ghagudnpimeuisHsepmisinghgivooe




o-aysGian:Rusfisunnn €1 fuigmdsuignien: sarmuaibniging miwa
Eﬁmf{m@ﬁﬁm”ﬁ?gymnms Shawsiaes Shdpmismniimauigaienandinmetyiitis]

B’]SnLHn“J UiUB’]SiﬁﬁﬂnB’]SiSﬂnﬁ’WiuﬂﬂJ’tﬁiUﬁmniﬁﬁ nHLS‘.ﬂﬁQ ALY :]' MBEMINT
A

'l L_7 DW
_433

Utmimmm
IWMNG:TIRFIGIAR NN HLMrﬁﬁﬁﬁI@mLﬂUS;ﬁIﬁlmQh‘j wsbian:inifsmivFm
ids %ﬁmﬁmmﬁmmmmﬁtﬁwméim°U9nﬁmmﬁ9h§hﬁs§®ﬁ‘1 nais: shwdsws

aSal

in:Budfiviumaisidavawio yiBages Boutsdugonfios ildima
muiRlilwii muwavdimmidnealinameisidnaiiumofans  Samnguniia

a

AN NIfigd 8 ocsE isiaBayuhs Aignadsmoifmnsigfw

maumﬁnﬁgﬁmnmﬁs*lnmﬁummﬁmmnmsmmmmjys ttﬁwﬁn@’

@

w-AYasms ISlnAESYURS: hwanin MR hEiuieaisnisidAgums
igiapvueidunnerinfnidigine Lm’msumsmﬁsmwfnsmmﬁummmumnisym
nam§anms Agmis: aeaigmsy§ ifmumadiindunsitumadgiaadhizumsifa
ISty SINRUAANATMIS: FSSUBSURNUSIGAUIGATSNY Midivuis:sigimsminsgy
INUIRTUHIRG Shsmng:oighywiansainiinig:

m-ah:Agnmithywyninmiaiesn fansmsugihd: ishoumidmaiihmAads
ShcsaM (thgigl akfginuiRusRaRnhiinnatmssrhuipgiasneimeivuuingh)
mgigl EiLSIﬁ\ﬂ?;ﬁﬁ}lfLrﬂﬁiUmmfﬁﬁuwﬁgsfﬁuﬁfj"tm:fu'LEﬂif'mﬁﬁr{mﬁ%‘jtmwmﬁjmﬁmﬁmﬁm9
wmsaimiinatmsannpimis: Buhingssmoioaivansisiagangihd gsanyn
SndiDhiuhAnndHguamAnAYT muiw:gudnsigSw ICSEY wsa(gimi Mty
QUWARNSIS: aRmIMUEnAsshegimsmsinn hywyudsFgSw ICSE IUAISAINUHSITNS
i’ﬁmﬁsﬁefmﬁﬁgn}m;sgﬁtﬁgfmafgmmﬁmﬁﬁﬁmmMﬁmi wsisigh csam iRinsA
nimisigh Cashe finsBugogiingnwmitigmsie Ufgfﬁamﬁsmn@gmsmmmm Sami
ﬁmhméfgmnmnmmﬁﬁhfﬁm ARAS) phgisAIUEhA sImiEimIeMsEAT MR
IGURNUM{SRUMIMUSHANSH) §t‘1’1ﬁﬁmﬁt§nustmmwtﬁsgﬁms: 01 B ATAH

9

NUAUEmithywyat i Shioalluadansmns

(o}

¢-mnfnigagn R apduigahimsivuindh: samumd mAgoming
mnpamiwadagammgiasiipyh ishdmiguaRamuivouinah IRuthdamin
usiun e pimspiiighwinisamatsgugs Munsipnsisighanaysy gann

a

oCsE fis8ugomodsmsipnsisiphdph yndimsiphignis: il snais: hawsie
§mamn yanssHsinopy Ahig

1 AN

A
msiagiudywimain yands |

iﬁ?ﬁﬁﬂLﬁtﬂIiﬁ@UHiﬁn”WHLUﬂSHSuELﬂn SawsAgmiyinmi

9

InoNUHSINE IRUMCENESM ST NG NNUMBRUHIRE
X

3

ggmmm:ﬁm SimsAvIRYM i’ﬁmLULﬁmr’nw
ssustlminupimsuiasiahu Mishdna Eiosumse ArhmAiagh - ihw

a

S8 mtmwtsmtmnhﬁwmmaw

II

t7al]
pxig

=3
=
=)
g
=

&I




NRMBEARAMUAIISYIA BANSATMUURIRAINTMEIESAYS MIUAN:UM UL
HSIAGNUEN OCSE LnimSiﬂUth‘jﬁmLmUSnifﬂmnHm IRUA M WaN S AN HIETA 18]
Srihombnn ie:Ohunkam ga mmasmswmumjySHnmnmﬁﬁgfmﬁﬂs JIAHAUIGA
16U sﬁmmLﬁjutsmﬁsmﬁﬁmﬁw naIsimigiy (Shmickoifans) Ansaanud
uiguiflIs: ﬁﬁLUmethmguqn@@sﬁasmmgnqsan pimsimAntuessi§nsmiion
TR TIIAUAN SUAMAIN:Y UEMis: MORAGSIFINA[EIMIBINSMIYUHIAUAN UMY
MSUHAN: ﬁﬁﬁuiﬁtm"ﬁ?’ﬁ”]iﬁ §ﬁLﬁJU191”WHU?U9ﬁJLmﬁHL§UGUJ§ Lmesﬁﬁﬁmim'mjmsmi
Hafayf uvsvshiaSifsiiavigaien sununsaa

6- Al sHARYIRUARgrENRStipm : HAPYIRUARRIANRSIIAM : NNUNYRUAANGRTY
Gimsminanaagognan fhmis@dstiugm: wmShaonaly Rugudimsmndusia 8
mguaatsiugoiine uinuitus(§ aHTP moldfimmfmanipe Aagridst
igme gamagwauimeasium: shwanrhgngesag Fpnin gaposmAnsigony ma
ﬁameUmeﬁnLna satanlnsBrugoibsmigmigway  ShmiduHiauglu
qinghinfsianadim:Amg ghmagwaubim:ocse ShugnfunneShfsidnainume
siRgiig)a Gimsnei FmAng UMUSHsinqu MARGRIRaMIwAgAdagamMSs 19110
mIAANaHEIAN Samiguintsdugs (Ruihgigimognishipluien) MhhAans
Hagman Shwagnfaeamadin:isiim: wsaidhywdgsimninr yantsmissiy
gnu  simisguggitimeocseigigisaia  isiuis it uiisBrugtiuisitinhisiah
Utgrugsii IRURSHNmAYtiasisly ugmis: Ao alngSuiguighilayimignsig
mmmféﬁmmﬁlgméfﬁgﬁﬁmm“ﬁ S ShipAngihd S sifvialoniivansms pipbmIRUY
mpaniih Sumigieunssugotinm:is niuﬁmhiuﬁijsummfunrg.U&mm Shminani

supmNMataglRhine

o

D3

v-n

ihwaniugsdnhinodiomionassmsimBsigimuiumuisiong §ois:
nuinwiimasighuivgis: mosginsmiBundmiisigus vigonbis: ihwaniuhug
mifngéi nhmmsmmusimmnms mupinsapgaisimvvammAsiong ypinsipw
;ﬁﬂn}tﬁmém (Hard disk) Suwinpawisdopicmmivnnenissw ShoviRuinvhusinihs
Wumogsunaunsig)s iwiimausigaitugiansufiad wais: minanamsiaginnk
MIHSIENUAEMMEUTUNMAHSRINAFIHISIS AN IS AMAT |

SUWARIGIAYS) Héﬁgm (8.6.7.) AMNQEMIUNRMRIUNINGS
RUegUgAID

=
<@
kald
(e
£}
kald
(e
Wx

aRgpuUMEImUSITOW Shpusanadwaisiaiwemynays

3

purd

-
30




vethsafug 1 oig)ammmsisyntamopnyth $.6.8 NsgNdimuansh panda
BMUMSMIFUIRNGIA Umnasmnﬁm nmm oAy SRRUIUNIGTANESAYUME

nasiohakontaifignsnass Shvsymaiiumadsiuicu
gingasSisinhinnamoppagiy M 8.6.8. OSIEMIMIEMINIYWIRLGY
rghsimiy ilgijusnaimsmistananmiiime
fs§

8.6.A. msugmMNidjuivaniginunass 1§m
a o A

weisAsiidna isipendameogings inmdans gonimpio

@ 1

(Server) ISN{{UIg AURTEN manmswmu k) ﬁU'Lmum?nﬁms gmﬁ mhmh S.8.1.
omGimsmMimnMIANYWw [[vis Shandsmangisivnsuiiuguivhuinaan g
Shuammesheiidingy Tanidhis:iboluvafonws .89 Gim:Avisaaianunn:is)
iRl AL H8IRG onUIR TR A W{RYUISHNR G Facebook, Google, Wechat ) 1S3t
guinai§antsmadspimnw:inutyr Sansmongaapmiluigaisasd Gim:ddnsito
uinaisigis AN Facebook mmuLniﬁjm”nmfr‘m“wm WA SUSINU G MUIGATINTS

Paghvunis e Ut medAns unamim:

o
c
33
m =
5§ o>
o
g
L%, 2
(e
qm
5
8 D30
3
G:r)
:z
=3 3
T
2 @
Zh
T =

SinsmnuoigihsifansginsilanimuuisHSenm S.6.6. SSHMGIEMISUANAMS
199 19130 8.9.8. v apumans Emumsugnis:Ahdsegumsiad s hwans
Suaniginis): [HIMSURNAMANSGAT YUAMMMNY §OM Facebook [AUUISISINS Server
mﬁ}gsﬁmﬁimﬁsﬁmm:nﬁ‘rmmamﬁgfm Big: §.9.6. Ssmoiminiway Shiswlmma
mﬁ&nqwtmghummmgemsw 1LE‘T]:LU6381359 oMGEitsunmmaultFlHy thinm
8m s.9.n. s)mA it ocse asidaigdmankpimidnnmepdsisima fam
MSEAINSAMAS ihwanipant faavn Ssnsmsmiwiingl snt:malismioaiing
dnnshatsivainnsafugnasmeuissionaidius




sERb: MG - HiomsiBegeasiames

0.9 HicaseBeSeifanema OCSE iRige|Bianmsas

mifmAnthywATI SREVIR]SIVAIABT IMEARSManNFhoD isiaanimSinm
isiaf)enu Shisg(nidng uinmiumatnhonYwEl oTalsuniAwnAeidh ocsE sl
ABatAYNINSY thiy MR aafunidwahshy

ONLINE CHILD SEXUAL ABUSE | ocsE ¢isA[Saga aigjnnmgiy fhsmsmiwaii
MATERIAL PERPETRATOR SR 2 !

AImMSAWNS §oth Minmwa SUMITATIW CSAM
NS (V%) Sumituinffeipimgi s mimpui
simrRhuiniiing ns(96.9%) mudimadsidha
fmi’shmmﬁﬁjmmaﬁw ifghinhimghngisial
vTunmmufisiiona ShiplAsiidhams (um%) i
oA mmMIUATESAgInmity 88 csam f
gSagINMity 191AMINS (90.M%) Shephidhig)a
ismiAndinamuisidha hwifmomivgmn
Mg Sljutaghas IMunAshinums (Wo%)9

0

MIHIRAMUUAS SHsanﬁ IRuuyumsiuisagin

1
FACEBOOK '\ CAN BE fepciw g2 UrmﬁLﬁﬁﬁj mEhuRATIMFIRIS:
FRIENDS ADDED

' in{Aw Shughianasnfghlh ocsE maids
wimsiuntt Raigihmunyinfi AFacebook ShAY
fiFannuashd wisaidhinifsugiéné shmingia
L Akfng:  unAgothifeRnmsiMSAwmsingii
UNINVOLVED CHILD [EUINUIR U RSN &Y Facebook IRUBSMUANIMA
ysun  Gsmoianduvinseanmn  muiwiagia
Messenger M§ ATARMGIANIENIAIYUN UIURIAI AAYTR Facebook UMSAIIINAIFES 1Uiw
INUISI: AVINSHISwakMIEWay muiw:anthywiiyg “iLﬁme{IIS]u:ﬂ wasid Avngw
AUQRUGAN:AMY grifmaegumsugmmant jusa SaT%H 19imSannmwa Wil
Lmemhmsmgmngﬁ RUMIUTGIRSY Muitw:aigh yiss an”LUﬁ‘HN“J wsAInnmids Ayin
18: shumsmmm%%g 3 gs@u

1°mwf§ujLUiﬁ siaadumAnIRg)a upinsyandime §
sUANYSYA st anithigm 10
hmutﬁhsmgmmumﬁmfé‘mﬁwﬁuﬁtm:f{fm?wija’nﬁ”
YAIS: MUIW:MIggURIANIEER
AUANYSI: MTENASSHMYWANINSY

w9 hwaninnndudmns higagevm
3 antLUmemmHsmU@m@ﬁ
m IRURugmngHADIM SSMU




miggumsamimamme Rudsginsiga) (Samsaiihg: csam) fusaginmity
Apio Siﬁiﬂﬁﬂf}fﬂ 191t MUNSAWISIMY Facebook &1 Messenger 1Uif Facebook ﬁﬁﬁtﬂﬂ‘lﬁ
ARy UﬂSn[ﬁﬁJ’aSU[ﬁ iSﬂnﬁUTUflﬁﬁﬁSo ifn’mLUmed Facebook fN{fiv iﬁnﬁfﬂ“l
mnmﬂsmm BSMITMMN ni;ﬂiLnfU]SthiSUiﬂnﬁLnU Facebook § W tmtij”]S”mﬁEULan
Al ﬁﬂ.ﬁmnﬁmﬁim HNISMITT nﬁl:UanHﬁ mngﬁsﬁwﬁngﬂ Usmjmmﬂﬁ IN[UF]B'NUSWU

i
ancifiusen Semouigeny HE1AR{AY Facebook msie AT nne:dsivsm Sga

A"
0
okl

e AIAISial Facebookd i1:Ottininm (Ui siGEaARnkl Facebook AMMAIURIANI {5
MSUPUIFIARABYW IN:ABIGHRIN: MOUNL SRARYH Facebook MMPAIURIGATA GAUFH

A MwHSMIWNEthysidaafin: ms migivuis: siggnsigjsgapsitumi
nsSuumghing ULnummLUnUtmuf”mnhLuimwﬁngtmwﬁsmwmmamasﬁgﬁmﬂ

wn

[ounuiRuIMAGshnsmaghmamids ahghShumiAwisimy Facebook §hy
il annuaiio: agfidywansysinmwienig)a iMuuRsuniAw ocse ean: iR
gguanit Agitiginfi Magiivtugs Shegajumn yianmammeaiysaginmity §i
CSAM Facebook UMARGHMNSENFITS MEancénnssh wpUnsdugs aashmywawi
[EIUINMUTEN Messenger ((nEFRALINIRANIRIMIGE) BInSTmaEoNkimng Sams
§IAGSH MISPANRARS MyWANY BsANITuinAghsInmERnIYSNA IRUNS
IJUNUT Messenger AMAYTRUATIWIMRAWIN: Wt HA i’nni—ﬁﬁ iRunisolyamotsih
viRag A shihgwnm it syumanAghighas Uiuﬁjtuﬁjnﬁmﬂzmuﬂmwjﬁiﬂnﬂ
UTgYIl Facebook nUfﬁthiw‘jﬁan B "Rules of Survival” AfIMSIUNTS tAgiiiEuns
ZWZGmUILULmﬁJ NUEREsthywan myvinmulSamanminn: ildfifemnsésa
§n sgumsAhmsSEnAGSHIUAIALT NTURa¢AGshmsuannRAts isimunyld
(AT NASHE 13116)a SO Messenger U Line Mifiy

[IUINQUTE Y Facebook SHAYTRIRANITUAT Facebook wsagnutinhgiusighuiunme
iAWY Ugn OCSE isighiisanym EsunagomiAaigihinisiilng] yittay yuwis:
1gjw qtgﬁmﬁﬁﬁmmmgjhmguwhmngi atids iRunsHgItnAsShA msmrfnaw g

HIMORUMEWRSHOSANA Muiw: MUy syw ysigh(ps iRumnsugan:mi

TRunmménadshuhy ITwuniya upUgIR: SEMBnAR yinwg: Lmé%ﬁfﬁﬁf‘t’mﬁ
nawms RS EugoihiAfy shummqmimgﬁmamm YIRANITUAANIATS ARITAS)
OCSE gmﬁgmnfﬁmwﬁmt’nwtm:'gnu'htﬁjhtsjﬁ‘{ Ayl
Uﬂ"ﬁﬁuﬁmiﬁiqm§fﬂU?tiﬂ“‘|ﬁﬁ§ﬁfitﬂﬁijﬁHSﬁj\}mmf’w Ns2p
ghAag [UAUIMWwIm:dA JUgWABIRRIG)a Shugps N

m
o S
}'_'L
_43;

¢ D} D
~ I-GI

3

=0 00 TP

mc; IAMY Facebook
Messenger ) gﬁg?ﬁ

<

-'vv
=0

(mmuswenshwmzﬁmmmummmmsmnm MRAGS MEi:n
RS UANN:IRAGSIRRIG)E S0t Line U Skype iu[Uf—ﬂng@JU] MIYRIANY YuRgm i
N1Agidh OCSE 1jjhig)atRnglh msmuntuig:d




ANIRUNSGUIBARMISANIS: stﬂunﬁﬁﬁzmm:mﬁn nmatsmialuimEiag y
MOvRpMUNS mmsmtﬁ?mtsﬁﬁhwtgmtﬁfﬁﬁStsjm“ﬂ insGmtnham ntm%ﬁmsutsdtgjw
SIMNINWIIM: AIGRRUTIN Shmanwnngm:Gim: ocsE IRuAnkinumuisigFuaus
une Shahdinmupuanigiasisinaiis: hilwuaashihmiyghinng minda
§ﬁm5fﬁﬁm&5m§11 mgﬁ§ﬁmﬁmﬂﬁﬁEnsgﬁﬁgnﬁﬁ;mmawﬁgﬁmcmm Ai@phGmig
it Baanangnisuigeid)adfifeaning Shephae Ruminsmdmisipamidapss:
ifgieownmsiaopnivefianias Shmninwim suaREIRYm tmmaﬁéﬁmm

[}

3

bl FioasieBeSenfRe OCSE ivigeisinasngs:

miviadjgAgpamasiiidul ocse ishipisaagm Ssmoifmsie iWmsmidanian

lI
o

wnsuaan:domigmhidyugimnfnigihmeis IRuSaéshtmnsiRsAnnanIGIRA YN

v

ihwanictanfciais ocse San:mudnuinm audiamunsiigm isaiiis: iqthunkam

)

-4

muiw:§gSwihmajug fﬁqummsﬁﬁ?@mmnjsmﬁ islalmiggAnis: musag{pfimi
nalduwsionugs nisaa ShmifiSadss %ﬁmﬁn}ﬁﬁésﬁﬁs?sé’wtﬁ;mjﬁ MINAN
is: movRathiumnyw mumajad gisuivg s isighiuisangth SuGUigutmea ik
ANINORUUS:

BIANAN AN SR INYWARITINMS ARGIMMUEAGUIEThANIGSSLWONA 1M

A1 septafunu Shisa(niang msawm'mswﬁ yon% (nsuinuyga aadiumuigiyw
[) MsioaiuatnIuMoMmas UGﬁmmémmzséssawﬁﬁm§ﬁwmﬁéﬁ§h OCSE i8]
mufisiidnay enniRudansis: Hsmumﬁmhmnms hiamunmsimSAw RumoiAn
®s prgnnpUghsinmeRnisiisangig mads nsn WEN ghbinmyRigi
ma A ﬁjtmmm OCSE M1S§{BH U Jumn thmiykinng UgLaﬁthtsjn tsmvsuﬁmngh
Shphae Iuifidiwesapnmiwisimsdsisidha madsmuiw:  Facebook
Messenger UAIAYIR Facebookd MitistianAsudngiiag tifs akdinmemiisthginis:
jpnsmishiuANINAghSUEHAe gmmﬁxﬁam%uﬂgm‘fg ?é&gﬁp W UYWAY 3Rk

18]
2
2
n

uniguannsiaamianis:  Ssmsiontifaauniahmaanaismiaiuimet
ime uiiipuds jonsmidmisiphuie i Bisin: fihw fisliansmatuiim:
aigiAnmy ShAmninwiiEm:Gin: OCSE muAnhianutuisighdusdhn Shak
SinmuppvAavIhH 1sialmhis: dbwoansaShminiinny SamiRda sumiton
DI mfﬁgﬁ§ﬁmﬁiméﬁmsgﬁﬁ9m’5ﬁmi muunsisiiang ik giphimippnipht 84
anAagichid suiguig)a ﬁﬁgfﬁméﬂm Shepass Mupinsmidmisiahmidanis: 1]
giowmsinopasEl vehianns Shmninwiim U ATIAYN tsﬂme‘ﬁsﬁffnm

% Terre des Hommes-Netherlands. (2018). @55 a

mimAANSMARYR ﬁjﬁmﬁﬁﬁLUi“mgﬁﬁsm‘jﬁmimyLuﬁ sHsgnmisingmhgivooe




H

quimiaumnnsadafihw Ammkamuuisist n’nqwﬁ‘mm@@mﬁﬁuﬁ
Lﬁﬁﬁjh@ wwifubss 99% vinmsgahmsaiimn hwanEsisimuui s

1

%

Wuaginaal udswuiy 96% wsmigahmsaiima ihwanidsidumoioaiiung
fﬂniﬁjﬁigjﬁﬁﬁménﬁiﬁ‘ﬁﬁiw‘ﬁsﬁﬂfﬂm ieilis: isome msibAgRANMITSTRh Ak
imuianighiag islubianéduamaénsshavd mmidnuAlnaiigadm:aiimn

a

wrnAmISImeUasas ﬁn‘n 1 ulguidis: wsdsstamarnmauiswiity asuinmadimi
Sunwgieipthywisiiugamnsiumswisisiina Shunswiltbssimfna (%) ms
Ummﬁﬁ“l@uﬂtiﬁjﬁm’wﬁn(} mewusmmmnmmswﬁewmsmﬁmm QAgSRigyISIU
mOgHngIuanE msiiagwmadiswiiy (mww) tsinhmmhmewms&:smmzﬁ ity
fimimsidmagenwmmaiuaaes Bua stopaumdagam ynsfomamanam s

INUGATA gUmBUNgEsiang

IMWmIANE N csam aifeufanym iR HsI sindmifinmmss g msunmimi
IASIMMUMT auigivoom ﬁmg’iwém gigimwminh oshissan 2aigm givwood
msuimsimnAsigiaunigit 1)aRNcE0% Mywiimwminh csSAM §$S9UM.CED Ak
giRINI9918 1RUEV09GY HENAIGIHA YIRS ﬁmsmjﬁﬁa”wmﬁﬁ?s:mwmmhgﬁh
I8 (V€% y me.gom) pimsoagatiaiing Shidumolahiomiimsmias Rumoh
sgmuinmsimifsigii Ssifuviamionniw csam gigmeie Gigisusinddangidaie)a ol
IR19 ISMNS A AIGIAAMYIL MRIWCANWMINNNASHEYR OCSE il NOMEC HimMi APLE &4
UAMMGIRTOESWAMIAEN (CCH)Y (UUsnitn NCMEC qsBinhimunwminnnagisi
OCSE ‘i[fasfnﬁlﬂOO.OOOIImUJ’mmhmﬁﬁﬁﬁﬁ@lﬂO@& ¥A HRAI APLE MSBidnimiGgswoc
iwminn §iccH mstinhimi@frnwminhisiahAginugomis:d Mngumunigih
MAwWSMIFINIS: AMWANITRNWMIANYARD NCMEC m'mf;s AmsuAlfvU)sEUivhAY
HETO1 S AR UMSY U SIS UIFHILTA (§GiFacebook ) IRUGNUATGIGINWAIAN AT BN
qirghfumiinatmsav Bupinsnwminhmyayliuapsiseits: ypinsmndn
15184 Servers WNUIANENIUATNAIAY SIANANIUTRNWMINNIUAHRMI APLE 8% CCH i§A
tnﬁthjﬁﬁnwminhfﬁﬁmm:m:ﬁs%ﬁmmﬁmf§fmfwmﬁh SumiiS U Wig U Wau e
ANMIAN:HSAYNGIF

b.m. HFiossiBomesea Nt samaisasieBegemutu N s

misapiomauisivnass FsSwinpmmuinsigailamgind ShdsSwi
misRamuiw:Fsions asuinmepdmmainwinim:tiiena aigiatuymdim: ocsE
istuigrangh 10g mﬁﬁgm sfioha iguthifsy viguilidgSwis: mivyaaRiplihyw

g
gansiamint SuGsSWASMAMMEWANT UNMAONSARNARIGIAANUSIMIWUTY

N2

mimuhs(aan§a) Sumiptak ahdinmu2nanw Shaundnunass Rumonihmisgu

apeuniah ocsE ShiofnwminhigimsEmaing yanUSHSIAGNUARYUINS BHwSHIIY

ﬂ" v )




a
~

”Wm:h“lHLUﬁSﬁSﬁﬂj]ﬁ JomuamaNwMIANmUUISHSEINAIUATHAMI APLEY {fUUInm
UgUI§Is: msupmnpiuiens Skrgihiywiss weifuauli ocsE siphguAamn
éu o samauSausiduigaTen §h AHTIP At Amsdmaims yantsamywives

B IR ORUMBFWRUINMIUM YIRLTMSSim: OCSE MSini

GIZ

Agn
Ay

mamnpeihueiiauugaien aishiymupghsumiy Ahsamotom Bumoidng
s s ghmigwaudim:mianuAing Ruhguifsidli anghsi OCSE isighiuisn
Ay Lmummmmﬁhmms NSHANRGGNW MU UHINAUGIG mﬁgﬁéﬁﬁjmﬁi
islphieAgm (JUSRUSIGITAMIRY) AYRMAITANRIANENUMITUHEA Aislons
AEn (siamignighiauninnHgoRR AW IRUEGUMSTRINUIGUHRATUR SAIAN
ShgugmmimuurmiamuuAgAsiana ng.fuagmnghﬁnﬁmm;&mmw@mmaﬂgw
AUSHUSI N ‘t’ﬁm&ﬂsqmt_.jnsmemﬁgﬁsﬁnﬁm@&gust@m'OCSE RAMNG IRUHINSIUEG
ishibiainémia Sumuitw:uame Peer-to-Peer NGANATINMS AFmAin UmﬁSHSfﬁﬁJ‘lﬁ
Al[UiseuY Uiguiliss UGUISIS: mimﬁuﬁmammwﬁihugmjmug Alg
éuétm:mturgsmmgmzégﬁjmﬁmm ilgiunasuannEoplathwnn Buhiga
qw%sm:mﬁfi’gumgﬁugt@mtmmammﬁaéqm@s=1 wnsagimibuasywemshgdash
Huhthuaan:plesusnthysisiabduhAnuagth ildiiminthywimain yantsHsia
Gﬁﬁﬁgimﬁﬁgnﬁﬁuémmﬁmyﬁ‘] svsm'?ﬁhmnﬁwmmﬁﬁﬁCSAM/CSEM Isiph{yss g

_3

QWA sumRAAgmiusayg SamiminSins (AHTIP) EﬂSGG[U?ﬂiﬁGfULMUﬁ WHU

WND Y

SinsmiansAinkistiigmiinenn Shusinsuvafvilephiniais ”WﬁnﬁLUfmiﬁﬁ” ¢ Sh

WNo VU 1
o

fiviknRw daak Shipmasinnag airshih ocsE dmAmt yantsHsiggpumd uinm

1

simiufaiinsSugoituiausilia NHshsh ocsE mwihamiwnadagatandslimi
AnnaHaman Shmmuan 1s8ngo iMunsigns Isimyvnays§agthy miimandidl
ocSE thytw§idmain yandsusiaony msuinmmiwiiiidsai ss3ugomisungs 18l
munnays Bunamidimadsiihamaunnh Bdifumhywhsikim: isiiFvTunmeais
dihayie:mnnam miwnidkivuis: moidnivhvsifamadsg i ocse mntLuSImHIﬁﬂi
AU f88rigs Ssinisighiuis gy wmSkESHim: Wupiasaspimigiwy
AN SEYLH ANIGWESS uinmsimigsthgiimutnnighasiuge tuneid)
nRadat sinh[ptsmmghﬂtsjm mwﬁmuszmzu mummmh{pimawuss mi

g il NASHEN OCSE Megugiugsma ShAguiamsunmim My gan(e

ywipaniyandsusiaont( sammurgihd ) il wi e suidmmisimunnaysy

_3

mugwavinaugyigisssim: ocse shwipaingantsusigont Amandsysaugan:
ifwavbimeusnln whugwavbimemugsisgmidsivshian Srapdsihimuiih
ig)a9 19:Gmunanm 1o nnummmfmmmn SumiupsfingiFmnin mogeuepidianih
OCSEIR S5 §sHog0Y msnL&fhmw@Jmmmsmsmmmsmnnﬂ ILnjHQUGWMHS

Ak
L

Amnanio ghagudnpimeuisHsepmisinghgivooe




g

HAUHIRARAMANT  UanUSHSIRGNUHSIRIUAITNCSAMICSEM MUty MiGminiiuay
ihwhgmnmimiingumsigSwicse Sunmhituginsupsisiphimin§aenagdan
1HIETA 1SINRm 8450 ¢nANCMEC

MU aTEMImIAnIg nisagimithiops Shwnsamaiminigimsiatadggthy
iy

) o

isimangind vsasmstnsainuywoss Wumam yanTsHIinons AYhNG
fimams iWwnsms s o URUEMAnyansHsinoptsivsamamSind s
IUHINAUSI L aAsihAsidns Sugamunpminanhugmamatyh Shosmiais

SimemauHIRGa

9

SAINUHSIENA Admhmatmsantaag Wufminndugn ocsE 1s1gFhaus my
A2 adifhiphuavmwmisnmmihwifin oy o s§Sw ICSEY HRMMIS TR
gsémalnt yantsHsinopt Slasmsuavihwa§nuumtigwaudim:midnyaingiga
ocsEisIwieAuthituAninsogsiAsigiag in:Imhhnm nsagimBnsaE N Syw
@Jmsﬁgﬁjmmﬁ{jﬁmiméfﬁgﬁhﬁmﬁnfmﬁmﬁﬂs%wﬁnmﬁmf&mm anywihyudhsissw
ICSEY ihwanifisfidna wmisuaan:gsinfaniana Sathuammadns iRumsugon:Ssisi
ywnigh §ig: Umtﬁh[pf’mﬁﬁﬁgﬁmimaLUﬁgﬁsﬁﬂTnﬁtsﬂLUtsmﬁ’gm Atugmugihamalw
UiIRRhIRIR U AU QISIMIFWAUTHSINS fﬁmﬁmﬁu‘t’smcﬁﬁ'am{mm R g an|ayua
ihwmiwaSggathAmhmain g“tj’SHSﬁj GpUAkIUIS Y ShHgIAY

c

—

-4

ugugis: miunpiwanmutathaisIngmEAing (MIuNGWHSNSSAINUHSITA
1s11ptgm"ﬁym) msugmnsgumSIwHUigwsingsadfhivhnsiagpuusingh csaw
CSEM muiw:guihsdgSw ICSEY hwaniny:Agunmis: fnashifimauainhiny
HIRAIS (G HAIMS UIURIhamaisiiigaungieg  iwmsMIMUsnAsShABadAMS
ywyuhs§gsw ICSE (§ﬁ‘i‘ﬁﬁummmﬁsqn}gn39§§wis:) §mAmI yanUsHSIRGNUHS!
DipwsyeShminamiwiaiZsan Shephismipiiausilfa OCSE isljyig Ay
gesmigimi hidmainr yanosHsiaopUngithd Shimaini gﬁgﬁs:-isifgﬁmghw'tsm
ﬁf;wmmu‘m [AUJUAMN CSAM/CSEM IRmuigimsiandenisijuisaunyh L@imsﬁm%qam@
Hash) 1JuGhu Shugsjumngiuinagiduipaing gﬁgﬁs:-fgiﬁﬁmﬁﬁgrmﬁﬂ Ageonmi
vuis: gruRupiunisids sim:Agdadfhlhdansrgugnontsingm: tugithd (ju
FunshimAgtnumsa MudsnsAnnaraumanmsthinn whwidmaunaigugh
Uis ey fﬁmgm{t’nw&i@ﬁs‘f@ﬁmﬁﬁgm R wAMAHG AN STim §hﬁswmfuus§'m
209 UQUISIS: 1STINUIR USRI IR ENCSAM 1S1{U196U Cashe INENIVENTSUMNIRIURAL)A

ms §h§s§wmﬁﬁs§smimsumStmﬁésmmmﬁsmﬁijﬂ nais: §maint yantsusia
gnUg U sisiyieuagm Hsmﬁs9mm8wmwtunusmﬁﬂsmn Saminanhasuamn R
minsgumsiw:miguuthywueds  ShtidhimithinaoaisunasSHsiaopingitnd

a

1G]WY INWANTUNHISS mSnL&fhi@JtﬂUGmmusmngsﬁwnuminmmmﬁm Ayt NCBE%&
&l A

&

(Ha
i




saiusgid  SuiiminsmasinminfinfgunmidywihASagomussind  Ruwms
[FNU SUMISGUDMSRUIUNGSAUGMNGGUMSUAIAN SHHSMSNAIGUNNY

]

G1

)N

NCMEC risiaiings fanidhidumoismehimsmimsiidsis csam ahgwiss il
v UHNaSenant islasgamgmisiauointmIfinm« i Tmtdnanm i
pwavSimaMWmMInhaRy 181 mnmmsmmnna oinGEhEMIywaAMIHSIRGNU
Ay 84 IsPs nﬁLUtsmmepemsmmwms P iReuicas Agmas: msmiimnisighuius
LUtgmngm INWANIASUSNS N UIANSARMNRMANMIAANKIPY ISPs mummmmnnn
[miss jr_j'mw:mmﬁﬁmmgmﬁ Mg y wsAidng: Aathind uthinmiemuauHinail
IWMIAN CSAMICSEM NatSsmoImSIiw UgUjgis: MSWEMINURAURMI UIRWRY
mgimisiaduisnyth ingjegumsima ShfsThimitAn s SATNCMEC meity: HSt 1]
ﬁgummwﬁ‘uﬁmﬁums‘: ShewsumnuhSanuniswAndt: fHsIZman yantsusiaons ak
Uisas ISPs Sushmnueihvsilauigaien lgimumsugiBinwminh s ShsnoITAm:
iuHRe  iimioanwiiuAnifsigiaunhiviugiinwmiohl  CSAMCSEM  (RUmMSYAR

NCMECH




SHERM: MANESHMNBINBMIHHSY;

1s1ﬁﬁu?ummﬁs§n?1 b ISERIS §ﬁ2m\pmﬁﬁhﬁﬁ8‘1 HRUH
Huhivuis: aipiiasithw gnnmm SumaBagagutRaishADUM
HstaoptY wsagimmigAdunuyw fdifemhmas:Ssfviam
gpubIAMmese qu’fﬁﬁqiﬁmfg Hsiathalgshywihovamn nhmmﬁﬁ WEAMIGIMS[AUIMS
shwsmmwnu i wavudim: ocsE WuMsuaN: ”wsmsmsnﬂw ESRnwmMIAN
tgm’n NCMEC Lﬁiﬁmﬂﬁuﬂﬁgfﬂimimsmgﬂﬂ.iLnijﬂB"S il
mutspEanda; Shmimimiimnavi SatvTunmumuAsiingg #HMNIvUISHIaMo
IR {ANWUEN OCSE msmm-mﬁ@hnﬁnu& INWIRWHRUSIM UBRMAD S IRUHINSANNG
isiah{AveANARSMIFWATMA 108 WePROTECT iRUAS: $gumsminuin)afvmiant
r’mﬁ'mmnem isiiAnanbwnd muigvooey guinmiiursaushids nsmasins
piutiag sy gwiamihAnuoniswnsHsanusywoss HimsAMNANIMmyYIS::

o

C3

1.9, ERRSNIENTNGS ées&s‘%mm%g

s ﬁ AN Sy St
HAGIUAUIUMN(CSAM) SR
MIHSERIUGRAIMAGNY

=3
C:'.
<¢B 9
8
29'
3
‘2 B
=
S
(and
ts Y
(and
<
e
[¥7p]
)
[7a]
p¢{)}
=
o
5?4
(and
“
fr=d)
e
0
£33
B

{MEgSW IP (IP Assignment Log Preservation) #{gigjAstI SRS aSIMHAT
musiOWmimmuIgwavimsmtitin  Shmisgugagisim:mam
CSAM i81akieujuRIAN (servers) VRIS

o AIURAWSMIYW (MALNAYMI YATMING) IWNSMIGUEA{AaReumis ek
anwlkgimuaus (pPaghnol wins ShAep paghiumd pPahwiad (pak
SR Hﬁ“qu s SuwiRdwye pghisms ShpahAgmist Baifmima
G OCSE QMM WM S NSINTAN

o« angmhaidhaapishymvis s Bdiatwiivefianndibaninis:




’ a a8 a

(.. FISRBERESURBRNG
9. (nghipaluiingimuniaus vismnfwavghmiptauigriongirsniaySigiSacsam
.  uilamumnilnsiENREvdsEivngsione  pinswsminsialAiidhenw
fginwminh AMAUIAGIUMN SRATNIMAMMAARICSAM Shuismumn §4
s manuiiuisindgsSwiy(sever) phuiswngmg WiwiFmisnm
¢1né shingwyaRihisiHgthAEgiieyRATMAMIMG N MWADN S IHICSAMY

o (PRgRIURESHIBRANY: (PhAgmisT Shpnahshandsma
wAMNGASEaNIgGNUMANSSH CSAM IRuthAuNMIGHSHaT

1

)

al A >

RuEinsoagathimUuR S uRBUInaho i

. uismiwuihivgn csam Sudimmniwavuns

o bARgAIMIWRRARUGmbEhwant csAM SamUFWaTULN CSAM A1§InTEN
(HRhAMU SARYUS)

o ilangaMIWUERARMITimIInAsaShcsAM wmsisiahuammiv iRuifejndtn
Dukimnomim gkl ishnuiduumnpinsmiSustiwhigueRsifums
NGMNGGUMSIUMN SRUSIOAIU AT CSAM USIS)A

. uismiygnw Shumlumwaihdfveide Shimifwuigaiendbns

. Utﬁ 1 Postter Video sport mLmijm@wm CSAM (CNCC and MoT )
m. ¢SUgaRIREIUATAWNARS
. &in Subagabaepviisiivhdsiins innsiRuganfimaeuninhionoiw
AsfimhatRunsiimndim:awvi( Parental control )
. fim Smdnfabgeypusginvndsidha Afqyugmnphmithagiauninh e

S
[AUAR SARmIMBUNGSse{J{me Webside HIGTHIA U UH UM AN

=~

.M. SFSE1RRN

=1

o N{AAUAMMUBIRUSIGUIGATSNS
CSAM S SINITANY

and Shifwavsaiah

@.
=

"_'>3I7

>:on
L..n
2&30

AIMY

o nifinmsamne§imisipamd Sumehivanwahspsihveigauigaion Sk
HAMOGSIMMARSY

. vifisusms ShAgNURUEMIMYWIRAME SUHSIANS AMBFWATUN CSAM
gjMSIanSUAgMN (NUUMUAMTARTAIMIWNUERFAMIUHIRACSAM) 9




ASéSIng MmN WAAMUMEEASSUSAIMIUHSINS (NCB)AIN

BuShgtsw akmiranatidnimionow csav Skiejmattiumn CSAM §1
1) O WAYAHSIAIM SMIGNUHSI A

Q.G 8658

9. uiARgRMIwRRAGUG: MU ocsE Rugmiimes (riimagamidimes iidjmims
aﬁtLUme@Jmsmtmeﬂ sﬁmnd]fuhhemﬁssﬁmﬁwﬁsmhwimﬁﬁns)

o ibangmitsuEaimmfinavammaiy midanamannts Samuapumn §i
INIRMN AR SYAL MIMAIUumE SifyY

. UNS Ungnmﬁﬁmmwmmfnﬁﬁmmmm: Sumoimiguinnimiinatmsisliiu

. Utﬁsu; Mg RpwaknaES Shannnisafivgnuasy ahmadamauamen
AR H heshmﬁuwmsmunwmmmm

3

o oA

. uinrymIwURhERffnsahudimmin §hgﬁmsémﬁ§shmqwﬁw

a

fﬁgﬁﬁmi qmsmwmuhmmﬁmm sAsfimaiRuSamuénnssh

. whuaiv fapedishads iwgammninwmusieays ymsuisiininwaiy
imuanani]s ShanasSemswitdiugmoiansymipamnsuisisia
Suggoipwidgaimainguupng)anhitsiugosiphppdsisiongg

o HORNWHAPASNWMIAN Internet Hotlines SUATgRIRUMONWMINNMSIFIRN{E N
HAtEFRET wNAYSgIgl Shanani]sy

o UARYAIAIGUIBIURIABIARMIUGIRSMiAgmn 1EYIf wavia Saugnuasesin
OCSE*




DBRLL: MUHESHNVITNBES

=

wasiyhismimaspsmatyhghigais: Ailldiuguanmagisgsiandyw i
mmnﬁmmh@Jumwnamtsﬂnﬁmm:jsm pnnshns Shanans)stinmine o
dnhnm shwansnuinnshans suiismimais: pinsadamsifebssaomatao

«@ G W
=

w

5.8%

100%

75%
Count of What Level

of Schooling Are You In?

50%

25%

0%

@ Highschool @ 11to14years
@® Secondary @® 15t017 yearsold
Primary 18 and above

phGInmutidag isigdusaBan{uywisiieungm ousnuiRudgsw fﬁm[;ﬁfmsﬁn}
1s181s: SsmodnmhghAdihynms Big: Fgswis: ishamogusivanismi]saa Bns
oSl medmadsiia ghonmepuwifuninntis: Shglsima]uof
NS ASEIMMAYSHENS fﬁhmsaﬁﬁﬁ?@mmmgwﬁ‘mi isinem8aingm  1eq
aJunu SRISE(NANSY ey ﬁimhﬁ’wﬁwﬁsﬁsﬁnfnﬁmswqm?,§§tﬁ Al agiGss
ome QA IRUMIHIRGAIS: LnimStutgjhtmnﬁmnt{]s Aingdi gid Ginmutieagan anig sig 18)

IZRMARUNY
1.5%
2.2%
[uehan(eys
'gh"‘t swiltvdiy ome 1A Hn
MSTUUANMIHIRAIS: Mmads yce A _
v ¥ & n What Is The Main Way

(9G%) WISHMWHoE BUONG [uUinm i Intornots

Runsmmaa (wm N%) wsnwios
RUVog fhoosA (99.8%) wisHWwi
99 RUIGET 118 i’ﬁg RUsIBwnAtiom: 78.7%
IRunlAgiht msnwoig:d ¢ 191961 Mokile Deta At an NGO

i Home WIFI @ Others

A=

miMANSMN




mAldsURa (Gc.8%) AagnaiBaignniw 6innAl 96.6% mms‘lnhnLUnUU AN yHsien
WY AeiGs omASIA i sistanani sty Shfimag)atsisiaanstinmin uanans
mmﬁgmmsmswnmm

o mndimamhaygfsiidnaoms hywsidgitiima Atuign Owgiel
Uﬁjtﬁtsmig tAsfinhe MuginsiUmgmuwidagsss 900 OIF U NE% iSWinng)
omo sif g wavdim:ainpns: smbuhagona eiswidaypinntagh phdinme
[OYWA (V¢ DA Y 96%) MsibmghaimimuAsidhamuiw: wif 181§ mswimmju
Qf (V%) wbmghaimmuAsidnamamifs sluhmiBsivsihion Shwidaghinn

(9%) 1UAIGIHAN mimUTsEdhamuiw: wii anminn:9

Pt

wswidagmands (M9sIA yoas) sdaigiiaimiGamuinuiicmidsn ghywig

muunsisiiing hwws V% Samwinuichigwitih §himv% Samuwinusig:iyw
Gtk muudsisiinay WiaonNnh (9U%) 1UAIgTHEN misamuinaibuiditk
ANYWIG mqwﬁsﬁnm q nsiminn gudinmein: (9%) snighamisamwinaibiad ¢
itk mywhsichay hghimw msuﬁmmﬁss & 1A U G% MSITAIEID Riagsgpauth
igratamwinutgs in:giw ibAsiinay msimwminhgwiunwi mudimaufision
atinmessagditoiais asidmgastuadimpuidamss: wwsyafmadst

)
iwighdss ¢e% Anundimafsiidng wisiw:nm iGwd mon§ ahywigy

W [AINSIANUAIGTAS MEARUNWRNWID SRS mands (CUA U
d8%) NgiMuAsiiha mandsmunw:miamwmsiuisisiinacis guunnigum sty
RagfeSSRARUYA aRSIMMBWISANEWeA (VENA Yori%) meibnigii fimisamw

! ‘thUmemwmmzsmmnmm mmssmmhts mwimmijHujmn

gusngpnviimafsiinha

uq Jeggipicnsarggiounmisiy g oYy g §dinugmaahinmUuisfichad
mati swimﬁgmﬁfu (swsm Uaml% tmmsuﬁm mﬁﬁﬁjﬁfﬁmﬂﬁtﬁn UAsAN

=
o5
=1}

aa

immjmmmwm "IN gﬁg MIANN” )msm MIDAN ARNYUINRGYHR SURYUING
fRugAAM UG

QL """ "_'m D?I!
g
» B
-
g
g
e g
- .
s ]
n
p{]
2
[and
-
3
3
ka4
g
2
&3
-
o3-
2
T
3
=0
ka}{)
»
n
-é
cg
=\
(O]
(2
o8-
_:_)2
<
> ¢

@ &

30

phwaimisRameuisisiiha piosfigiusiangagds gig: gaRnoi§wmno
¢shiifw migAn” AhyuinaoyRaEsmmuisiahandsmi inyuiuihminia

uididuahuivedsaashlummtl  gotisimiisiidha  yislunmmenngshamy

4

mimaansmadylaimnsaiul ghagudnpimeuisHsepmisinghgivooe




IANMIDAN YUINFEYRUMIMUES

fmasfsiions lghidnisy uptvn iy
(9 1A Y 6%) Shuamménngshuly (¢

JBYS Wi AGOGA YoM imgianmi
wakAaNT $HIGH (C9A 4 D0%) 1URINY
y M%) ‘Qhﬁtﬂlﬂﬁqmtmﬁtﬁjhtﬂﬁ (90 I
y N%)9 guingé i wpomigoisiing Uﬁﬁ:f‘&ﬁj NS AMwAnAaT §1i8H (vd
1A 96%) 18078H (Ve 1A Y 96%) UAMMENATSRARY (91 DA U £%) SRRy
(99 Q1A Y G%) nhmmneemmmwjmjn G 1A Y D%)9

L =3

=ce
QE
° ao

pay

NG
am
S
Ua

agtiiRuptasifima Shmn@amitsmmime

Uﬂnﬁﬁmw wsﬁemtmnmmummwmmmvmwimm\;mm WHUMSUMM

HAIRW
ﬁﬁmnwmmungnmgmngsﬁmga ShimhagRpwidymumpcifamdams isinnito

o

150

100 — —

50 -

0
Sl X
o° < v o 2 oG o QC® ?\gac’ o
R

.« ¥ . o°
§ & N S N2 wet 2
o < \(\e\’f’g oot o <l e

&
a
‘J\\(\ed e < e‘.\QO

. Sometimes @ Every week Everyday

naafimaofsiinag  agiiiiupinsiimagieihiind  Youtube (GE%), Facebook
(£G%) 8% Messenger iS Facebook (§16% )9 TikTok iR uthAgTaRNWoIE e Agimsida
1970 thgrginiitn w66 1A Y D0% AYTRIRINY §6E Rules of Survival (M9%),
PUBG (9G%) 8% Minecraft (99%) [pimsiiimasthwuwiad symanoy wasidimisidis: &
mspamamywiiswhismufmangiiisiahSmannni]sastieansny 12
pwng Sansmiaingm Lnagiﬁmm?ﬁﬁﬁﬁunamm‘éswﬁésﬁmga IRupinsifigimhwaimi
UNDP iErstilniginth ssagiwiphorfmafsiiona ilgimsddns (nmoe) iiwmidimea
woligivagam madsfidephismgganwidnsmuivopingh (99%) vamméns
¢SSRy (9M%) IBUIANEAIGIF] (GW%) IURINY (M9%) MIBAN SUMIMNS (MO%) &4
miBrugreags §ai8y (V%)%

hwhouamsiagli RupinsidimagielRa (YouTube, Facebook, Messenger {8
Facebook §# TikTok) YouTube Afgimsufimameisitna aabinmetii podhmaylh
BuROSPOaTianamin Sy co% (FEanmianiy 8 avw i
mashagin i widague Shwidagd fima YouTube ghadaguiam tig

® UNDP. (2014), 24.




el agj( e GshehyAimamig)anAthiugo (g% Iswiaghuauinmad midimas
NUOHE 4 Ul 1)Ul g SRussGSs ¢Mme ) MAMARAMIY (#9%) IStiag
muwi 99 161 9¢ g Sudafimal (Dc%) iswidayg mwi 9 191 90 @ FiMaT YouTube
PN asig yiani @iy YouTube [imSif{mansAEadoii (mo%) ahdiamety
w90 @ yilmdis:d wadiimisidis: msaula mmfnawmw*wmhmﬁfﬂ?mﬁmﬁm

UNDP i it Agitinuw smmwwmmmmnmn Facebook (F18%) USIUBAA YouTube
(9M%) auGiamusTamatsysagiwinh Budmadsidna

1AsH8Y Facebook My AYTRUAMMEDIAGSHURLIS: [HInsHimaugis] tiayih
1 ANNIUASN "Messenger” (G€% 1Juh Nd%) 1n:Bmniam gabnmegandmaigdaas
aufidant AP dams WAt S (Go% ii]udh ) nhsk iy
i madsisgnifimes Facebook M{PS) MSMWAOUA 98 85 9n @9 SimARLM

(&M% ) IStyiedag sty 9¢ By 96 @ H{MAT Facebook BIJANAIE U tianiquiy 918
ABARGMAIS: MO% IsWwidag sl 99 161 96 & §h Mo% isuwiaday) Muwh 96 @ y
iGeuiis: uinmsimn{f{me Facebook mﬁjﬁnnﬁu Umﬁjhnm QU MSMNGUR HIGIAH

s eUte haAdIm e shwidagjun Shwiadaygd

INwAGIAMIT Messenger R UENAYITIRANITUAS Facebook Wit ag] WA 9¢ 161 961

1 sinmsimnf{mes Messenger tigJi MM WS AY % vinmsimmdimainy
i Rnnsis Umﬁjhnmfﬁmtﬁ“l My ui)u ssthigwmadiswidag mwh 99 805 9a
g (MA.E%) 88 VL% iswiiw M 9cg Sadafis: vimsimidmangiis: thih

NG yRiRn Ul MSMNguE AigARAEINIe ignifiimauidagua Sk

v A
al

S0 EgJ10 (6 9% nuGinmuwinaggua 80 ¢ &% aubinmuwii i)

MGy ShmaanSaua2namnw

widdegjpimsyirnaEaismiISuwihywinm
i agmads (90

o a

iIsimuungasinnay puuinin UrlE%) Ui J
ZnanwivanmadiFiRugmafisimuuisisiing nswidagma adinmsysa il
1§t thgigl RS SSUNWMyW2nANWIVANAA HﬁMﬁgﬁmtﬁf{jgﬁmmaﬁsﬁmm‘"m

= e
+O =0
g

b { N [#

AN ATRIS: A Wik auont

\AWIVRIRIAAME SANSOEA Y99% iUAgiht nrindsituSunwhywinn
A WH T AYM NI ) AAMBTUNSHS ﬁ mgjwe wikauaéshinSunwihywinfAywive
narand sthiu§o 1O ui)ud Mt agled Ui AUATSHN% § “huﬁﬁm\;ﬁmsm%
SUNWMYWENAYW "HMAMY” U "ghnn Slurgmnivgmamuiuisisiongy




widamands (NEA Y ¢me) iinigiat Ssmsmiagiaamyw Sincmuime
Asfidhaigjwe nﬁutmawimmjémo/of pwsmiiang ymidagiasim:muiimaisiiing
A 98% iURgiat msmiagiosimanusian Rugmadamwihywisicha 96%
tmmsjﬁm Annnwivgma hamTagimlivan lunmamoidums 8§ 8% uipmd
msmitaain Shilinuinn Sahilivanid Wik éshmwsmianinilurgmnmy
whsAsiihawainamiBsmi GiyuiguiautSagua mwe e ISulaagi $160%
Iswidagun BismitARjaaRepaomyw9

vehrtnnspavihwimiswmepisisiing

a

wswikdagmaiotiom: y vis

NARRGIMMENNA (W0%) UMD | Do you feel safe online?
N témsmmmmmsmfnmm 1St

paradimaRsidngg wiswiiy jg

il

A auGInmEySIA (VM%) | 5
IURIgIT  gRAmsSHIgAN® ws | 20
aidmnig isimuipdsasioda wWiw | 10 —.
0
Sy

mands U dc% wUngiat nuge

NATAMISHIYAND ®isagiamaisimy ® Mae Fiimete
wosHsidngy  wikagyuésim

NSNS nsiiimmisimueuisisiina i sthhwia gl W) aRMWISINmY (cnwisus
RaUA 1)UL 9%isuiR AR ) inediunianm wikagiéshchidaigihdimmgan
mswiimomsimuiuighsiiong fomhwidagun MWWidainsocs nsHIgANd
msaiima wWidue Wo% UMD gAEnSHIAND nsaidmnisimuuisisi

[FUINUIR U SMIAT U UGIM N2 umIs: AIHAMT MUAIS "HIYAN” 1S
ARmARISIMSAW UfuinmmameH
igasdnvawiity BuugAtgIsit

Z?E

&
imomufisfioha moSsgeugiagiveiianis
il GJLU tigmog: UrmmLusmh iﬂjﬁjﬁHiUSLﬁ




il 84 9me% 19)a 10AIETIe

gq
D

segimn iwanumnghiag istinitagaaid

[mesfsfichag U1§Ht£ffnmmﬁ IRUMoHMS %tmhmgufmaﬁsmm B UMIGG U
msmﬁmﬁ{mﬁ'ﬁmwﬁﬁ AtyUINaGF0Ga IR °m3msm:snnm msaifmons

D
o 33N

3&5

16
muuisfisiing Rupiositnighmwuwidagdssiann akdinmuiand nswidag
GgSRAMA ANGIAMBYSIA (VM%) IUAIGIHS QAANSHIYAND MSAIRMA IwanImI

al o

HA ymiies Nugaggisimuisiinag

30

Cilo
4§ %

Wit agmand s (&%) nigiat ga msxmmmmmmmmmmtshaﬁsmmﬁ‘fﬁm
NSUEAN: il MisiahGinmutiSagua (D% iusl GO%QRGINMEUITA ) 4

BIARUIUTNRIS: ﬁHﬁliﬁtﬁﬁUﬂUTﬁﬁ‘D@S‘]ﬁ
amaSudmiumomammeaisimuiuigis

M
Al
w
a al

ﬁhﬁ AMBONA (MWHC 1919cgl) 1UnIg]

a

sisfiina Lﬁmmmmmﬂmmnts ahiighiyw
mmnnw:’mmgﬁssm Gismsupan:aiend WA wasTual (Wi 9nA
andinmyonf) IRidAgTRan A ﬂ:iﬁmtu‘?@ﬁj@:mmmmmﬂaﬁsﬁd‘nﬁ SR RERY

i iy uigueh gt agitoi S sthhis i uqfffgussamsw pGIMYoVINAY
i

mu% vINmN gﬁtﬁmsuﬁmmm:mmmmm i mu‘m m#if i
1A1A U 9 Win) GE% UiSHtSjn iiAigiat gRRdsopw
1§ AR OSII MM uUnmAd quf’w tﬁmmsimmmmsﬁmm Utnﬁﬁnﬁ

<
5’;0
%
o3- 2
=
403
px~g
S?
§
=]
!
e ¥
8
g
24
e En
(6=
2
=
, 3
o
z
3}
2t
§
o3
ijcs
pu~g
=

AIGIWY Ui %ﬁmﬁsmmmmﬁnmsmsms 6tm,mﬁmmmmms, mmmﬁnmi‘msmr
nihiutgeig)a iRdjwithafSeanndiy Mogadimadsidhamwily gupe:isial

Ui fUAYY




ES U
[@A(V0%) UM

umURsciyathBaal  ahuamm

¢AdSHaRNY IwHmPIE) R

alGInmuui g Shwdisag |Bovs -
L'f{? 9 U TR U S U e i Auin
Yo% UIRM:UNMA NSUNURS | airls

A phonmy -
How many times have you met
t S Wy | (in person) with someone that you

Hl
Y]]
met online?

Giyh mégﬁﬁmmawﬁgﬁsﬁmﬁ i

nswiddagGss tamAaRMmu 0 20 40 60 80
= - o _ a ) ® once ® 2-5Times 5-10 Times

(69%) 1UAIGTRANMISUNWGIATY ® - 10Times @ Never

NYWHA IRUNAANSTUMBIUAS

Asfiing shwnswita] V9% Y me A 1HIUUIS: "gh Wikday] 9¢% Uy 98 A 1iiuuis:

1 % U A 1A IRIUUIS:h & 19R0RY Shwiday) N yimysa vy
183 1{f SR RN gﬁémm HatRunsSunw yRitathywysiiuosrnSTumepasisa
ina wswid oy IS vinmAadmISwwaOAghSaghas MYWwuaiRUATANSRY
EwIsAAIUIM akGiumuAhugiGaun SRuwidas suann:puimg mguho
MYWUaN fﬁmu&ia’?mgms@um&npﬁgﬁsﬁn?nﬁ ANSUanN:gie! MWy Wi agun 6C%
Sl gl ©0% (Y AIM% ISWiddayeikng) uilnms QRADSFUIRWRHIUMYWUAN
iRupmansgumuuisisiina unkiimsamaghs aadinmuwicdeane nswica)
we 9 U VA% wiAtgihaimniivuis gl UL NF g'wa% iiAgANmuRivuis ANk
I0Rh [@NA U % RgRan migivuis: H@RniglRoRh ShocA yome iln
AN miGivuis sl wiRURRhY uinpiRumuigaismijuamis: Ssipimsuinm 84
mocimeatmngmipniphifsicuig)a wimmsiasns muwishsiing 1sipieanyh
mﬁﬁuﬁméﬁms: MARGEUINMSIaEim aieRRnN EdEemndimadsiohg méta
nSainmn

aap

<2

3

niaysgishinuaAndm e
SavsRsamnh NP ausavng akugan:Esauiy] mm| Vec,0&E%
MIGHRA gmﬁmsﬁnwﬁgﬁﬁ USRI gaNI my | wmmo%

23
:I:'.
LC:
.—l
=)
b
=
g

Rsoiyn mo | VW,HMm%

mingIsinAghSnghng iBugshichmsighmimitammuianédil 96| 9m,9¢%
ISUAMMES nsshfuheg I
muduidmiumn ygvanigiing 9G | 9M,9¢%

msisamyd Saju iRudsiiohmsivwg Shivaivausagitie: | o | 9w G9%

CX/fN




miAnsAlnNg Istmeaigh/uiumes Rugifimadsiong g 9,80%
35sAnth msMIAwifsigw WG| V0,GE%
iR IIe)a G| &0c%

a

iff'fﬁig‘jﬁt"mui ﬁiﬁgussmmmn Y G% Lﬁjmjﬁ'wts fﬁ:

mif miAnwAtnaismisau iBudshichmsiuain

: ANSwisdyiGSs9GNA (Y9M%) Uiuiﬂ

AEtiAG IRUSSmMEcAMS NSOCNA (9M%) MSULN
i

9 o d o aﬁ

TUnG‘ILU”WULUﬂ HSRTANG S

mmnﬁmmhtsmmﬂnﬁ;mﬁsh

B 3

To o
=0 D

n

niiggig)a WudsnAshil ocsE v

i
nsephigisismisuamuuisisiing mwwimmjﬁssmlﬂmn (UM.G%) IUARIEIRAR
miGHANBRAR U Baadganu §h miIsMonA (VW.9%) uinmalmiIGHA ymisinsoiynd

euiis: wistayGsSiaiysA U B% ibmghgimidnuAinhigaviunme isiatghinuna
mifmasdsiins wiwttuhSvaigwesuann: gigiaaits andiamewiiv vafanays
muﬁmm tsﬂnhmﬂmnmijsmm isindmAinm 1eqs mjﬁnufmzmn"fﬁmm RoRImWw
swiftvgnAa phéImuE@ing (96 9In Y Yo%) gt msunRAwid sigjwoim:aih

mousnAE s v AT A

miangAtnhismndundmivanigiings midn

v

-0

iy Wik aiRugusamiEga i mmgm-ms:ﬁmmé’gts: Uf’ﬂmeUﬂSﬁm'@i@J
AnUIBUEMMISs juns mndundmBvanighing nenity
ShAuaAnI 1RRig)a e Shmifuhyws (

T uqfﬁ?mgmsugmsjmmmwimwm bs Gsipulam gﬁé’mmmshnﬁsmmmmg
i San8Awmnensh ocse fipmeis GigisudumsmiSuamuisiinaniine




$56ERINI DHANIEENS

. simiAgmoitgianmngh (gVo9n) miimapayuiimnahpin Samiimatms
BHAGAYIT ANNATNRY Uz 1810 sindm8Ainn

. ﬁipmngmmﬁmqw gin (§V096) miwmmdmugyishfminhuiy famdinna
Umeghngawi iSIah{UIg T AYM 2 M ytsinmanfjg:smﬁ

. symiRymafdiane nEmisnm

e Chan,s. (i§§ LN 12889 B W09C) INATWITMMUTTIGSAMNRGRIMW BJTUMHA

fmudivmag msmsisligioc 12 gWo9c i 3

_Lo

https://www.khmertimeskh.com/50505669/government-issues-final-deadline-to-register-sim-
card-users/

e Craven, etal. (G‘Ilf]OOB) ﬁ’WﬁHSﬁﬁHﬁHSimnﬁi[}mﬁ”‘li[‘ﬁﬂ% Xl
iUg m9 “‘limhmﬂﬁwﬁn%mi : mimSthlnfLﬂi sﬁﬁmmmmfg
https.//www.tandfonIlne.com/d0|/abs/10.1080/13552600601069414

o ECPAT H8IthA (81 W099) HSEgTANNRAE Y IMWMINNISMIGANANAUTAMITAR
Uﬁmwi ng g%ﬁ wmumm SRIgRIGINNY HIMI ECPAT HSimn 9Lnﬁmhﬁﬁ‘1 NN
TG §woi hji:q' @1909;’1]0 http://globalstudysectt.org/global-report/

o ECPAT HIt® (81W09M) ”ﬂﬁnhLUimwﬁngtmnmmHLunSHSNnﬂn Mt UE sy W

o HUMIECPAT Hgimno Gmhtﬂﬁﬁﬁﬂ tﬂSi—ﬂStS‘hijg 919 {24 AN @j Wo9C fs
http://www.ecpat.org/wp-content/uploads/2017/05/SECO-Booklet_ebook-1.pdf

o ECPAT Hgithd Shsarmuugithd (g W09C) Im:igiRyTIRIANANN B iR

al 9

mianndHaanas slalgn aasdhmnnhpipgiasibnmimsmsisigie is

%

=3

1§60 Shmsiniyyoy
A

1 AV VvV
=3

LN msmsﬁ

g8 @ 09GN 2 http://www.ecpat.org/resources/towards-global-indicator-unidentified-
victims-child-sexual-exploitation-material-summary-report/

e Elliot, LA., & Ashfield, S. (gl W099) mifimasutgnisn Asiiha munyunsdgoging
Mg §9sypi dimiinnatmsgiag 9 (9), 8V-9061 u

. Spnmivnmodi sfdiAgunuAvimiatmiHSIaaU (SATNUETY BVo 9 ) mith§
wynnBumAneAing 1 wﬁgmi%ﬁgﬁgmewﬁgﬁsﬁﬁnm

e Hurley, R., Wolak, J., Prusty, S., Soroush, H., Walls, R. J., Albrecht, J., Lynn, B. (gj ©voom)
minasith Shmima ilmmigmEgumn ysgmammunn meuamen P2 ugh
§ R0 gHSITNG 10AT VY &3§ World Wide Web - WWW 13, doi:10.1145/2488388.2488444

o INHOPE (g8 W099) MmifiSgjgive ShEpmi akgivoony mipwgiuaafhmiinng
omsghagne meuigAsiang tﬁnwmiﬁm{mmt’jm"mmm ISHINIE

http://www.inhope.org/ths/resources/statistics-and-infographics/statistics-and-infographics-
2016.aspx




[AemBnIHgIEMAMI Ejﬁ”‘uﬁﬁﬁmf’mﬁﬁﬁgnﬁﬁm: (81099 iImumInniNSINAjaT
NG Aomimineif murkiim Samidinadmsghings msmsisligioo ieny: g
V099 i http://luxembourgguidelines.org

Kierkegaard, S. (§1W00G ) Mimavigaispmingkinmemuuisisinna Samiaiyhy
igimesnug gpunAshiifnd Siimwminhu§age, V6, Go-da

Kloess, J. A., Beech, A. R., & Harkins, L.(81909G) ”Wﬁnﬁ[pimwﬁn?nmf”w{p sAsfiang
weoanuRitn mhvip Shmbinadms o (9), 9vb-9meH

LIRNEasia"(gj W09C) UNUASGUMS ¢ Miggums Shmn(dime ICT isIah{uisuAg
31 UISuGANURU Sh By, AN [UISUAYM Y | '
McAlinden, A-M. (& D008) (2006) "Setting om up”: MIRIANERIZS [Aant Shands
151 aumifinatmsghnsiUAwn MIGANURY SAGNY, 9d(m) mme-mow
Lﬁﬁ;'hﬁgmisﬁ fﬁsmviﬁmgmmmﬁ igfetapaffvianid|d W096-W0909 MsmSH
http://cambodia.unfpa.org/sites/asiapacific/files/pub-pdf/NAPVAW2014-2018%28ENg%29.pdf
1sigéwo fzﬁﬁm g b0o9n

W0o9G 0 https://www.netclean.com/netclean-report-2017/download/
OHCHR (@ W099) utgnienddcnd uilagjmsamiimnatmsavimeuisisiaha
ahAEatsmumsiysua msmeisigimo ieanth gWwo9s s
r;ttp://www.ohchr.org/EN/NewsEvents/Pages/ChiIdsexualexploitationonIineontherise.aspx

Steel, C. M. S. (81 WO0&) Jumn 3 mmuRET ISIARULM N Peer-To-Peer 4 M1
finnasms Samidsififidim:Am mm(c), €90-49G 40i:10.1016/j.chiabu.2008.12.011
namitsiusagu-gd (g boom). miuinmummamiugm: misapiuulalina
anim Shrnimn 1ﬁﬁﬁﬁﬁﬂLﬁfﬁth isig mumﬂuﬁnsnm: my fiuiey 1sluie ] fisy
GAMSNIH [UIG UG TH

HamARSEUS AU gaR (8 V09G)Y IsrTINNEiAsABT Mmuliuisy

MIMWIFIH Sweetie 3 HARY{UIANYIANA tﬁﬁjﬁmjjﬁmﬁﬁswjhfnﬁﬂﬁmsjw OINNFHAG
Avimutiviayy FAkeNH [UISL) gAY ,,
ramAtSEuS AU gl (BV099)9 Andsiivisus iImwminhugujgmn gfigaoian
wﬁnsnmmuﬁmam 9th9th {UIg U] 8 JH '
Hﬁﬁﬁuswsmg WeRl (BW096)1 mipwiUsimIAliT
1S1{uigaut]URs (AUS 11 84 Vi) dingmagth

UNDP (& W09G )9 wiituisijuig aunyth: 9@ﬁﬁtm:wﬁmhﬁnﬂ§ Shiuanfamsd ms
msis ‘
http://www.kh.undp.org/content/dam/cambodia/docs/DemoGov/Media%20Habits%20and%20
Information%20Sources%200f%20Youth%20in%20Cambodia.pdf

&I




UNICEF (g1099). gsiim: Sstusthmiddaies mihswwanansmaismuaiul
ienw mupAsisinnaisimagahaiansmsi
https://www.unicef.org/rosaNictims_are_rwot_virtual.pdf

UNICEF (8100 9R)4 RARSMOIUAALI 18IS Web 9.0 §4 m.os umuwy §a2me
z’Umeﬁfﬂ USiuNtu 4 msmsﬁ  https://www.unicef-irc.org/publications/926-child-privacy-in-
the-age-of-web-20-and-30-challenges-and-opportunities-for-policy.html
PRWAGENUNEHIETA SAINUHSINA (8 W09G)9 M pwMITINATMSEIAS
Awi MM amiwatasamAISAGULHAT I SAITN KSR Y msHsis "
https://www.interpol.int/News-and-media/News/2018/N2018-141

We Are Social (@ W0961)4 3R60 181610 96I: Majmianng msmshs
https://www.slideshare.net/wearesocialsg/digital-in-2017-southeast-asia.

WePROTECT (@099 )1 migUana Shmnth:ppnwminbiuin Samibinnadmsgiag
A (CSEA) ¢ AlSMIFWAUAEAATA v
nYmINaniang (m V09&). ﬁg InIRwl mUGimﬁJUtUni’Gﬁ mii
Ngiuwguehiaumn yinmummann miginnemeuig
mawmgmgnigm mssh 3
http://documents.worldbank.org/curated/en/652251468206670506/pdf/94492-WP-REVISED-
PUBLIC-Box385442B-Protecting-Children-from-Cybercrime-Legislative-Responses-in-Asia-to-

Xh
¢

g

Wiy
sfifh

AGNUISTHNA]

i
s ShmiGHA

40
1A
ot
)l

Fight-Child-Pornography-Online-Grooming-and-Cyberbull.pdf.




